
APNNS Advanced Forum Series: Deep Learning and Artificial Intelligence Winter School 2018 

1st – 4th February 2018, Bangkok, Thailand 

 

Professor Sung-Bae Cho 

Professor at Department of Computer Science, Yonsei University 

 

Topic: Hybrid Deep Learning for Anomaly Detection 

ABSTRACT. In the field of deep learning, a generative model via an adversarial 

process gets a great attention due to the amazing demonstration of performance. 

It can simultaneously train a generative model to capture the data distribution, and discriminative model to 

estimate the probability that a sample came from the training data. In this talk, I will present a new method 

of transfer-generative adversarial network (tGAN) with auto-encoders to detect anomaly in malicious 

software (malware) for computer security. The proposed method of malware detection treats zero-day 

attacks by generating fake malware and learning to distinguish it from real malware. The data generated 

from a random distribution are similar but not identical to the real data: it includes modified features 

compared with real data. The detector learns various malware features using real data and modified data 

generated by the tGAN based on a deep auto-encoder (DAE), which stabilizes the GAN training. Before 

training the GAN, the DAE learns malware characteristics, produces general data, and transfers this 

capacity for stable training of the GAN generator. The trained discriminator passes down the ability to 

capture malware features to the detector, using transfer learning.  
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